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APPENDIX L

INTERNAL AUDIT CHECK LIST

COVER PAGE

This Checklist is to be used during internal ship and company audits.



(SOLAS CHAPTERS XI-1 AND XI-2 AND THE ISPS CODE)

	Ships Name: 
	

	Port of Registry:
	

	Flag State:
	

	Masters Name:
	

	Official No.:
	

	IMO No:
	

	Type of Vessel:
	

	Class:
	

	Owner:
	


Note:  Sections that are not relevant at the time of the audit should be verified by discussion and/or reference to the SSP/SSA

	NGSCO INTERNAL SHIPBOARD SECURITY AUDIT
	1.1.1. Assessment result


	Ship’s name: 

	

	Requirements (SOLAS XI-1 & XI-2) ISPS-Code Part A & B
	Yes
	No
	N/A
	Remarks

	         
	Ship Security Plan (SSP)
	
	
	
	

	A 1.3.6
	Is a SSP available on board and is it based upon a ship specific security assessment (SSA)?

	
	
	
	

	A 9.7
	Is the hard copy SSP protected from unauthorised access or disclosure ?
	
	
	
	

	A 9.4

	Is the SSP written in the working language of the ship?  If not English, French or Spanish a 
translation has to be provided into one of these languages.
	
	
	
	

	A 9.4.10
	Are procedures implemented for interfacing with port facility security activities?

	
	
	
	

	A 1.3.2
	Are communication procedures in place for messages between ships and port facilities? 
Are the communication methods implemented?
	
	
	
	

	A 1.3.3
	Are preventative measures in place against unauthorised access to the ships and their restricted areas?
	
	
	
	

	A 1.3.4
	Are preventive measures implemented against the introduction of unauthorized weapons, incendiary devices or explosives?
	
	
	
	

	A 1.3.5
	Are means provided for raising alarm regarding security threats or security incidents?
	
	
	
	

	A 9.4.2

	Are Restricted Areas identified in the SSP and known? 
	
	
	
	

	A 9.4.3
	Are there procedures in place in the SSP to prevent unauthorised access to Restricted Areas?
	
	
	
	

	B 9.11
	Are procedures implemented regarding identification for ship’s personnel and visitors?  
Is the ship visitor log/pass system  operational and effective?
	
	
	
	

	A 9.4.12
B 9. 7. 6
	Are the procedures for reporting security incidents in the SSP and are they known and implemented?
	
	
	
	

	A 9. 4. 6 
	Are Evacuation procedures in place in the SSP in case of security threats or breaches of security?
	
	
	
	

	A 9.4.7
	Are the security responsibilities and duties of shipboard personnel in the SSP and known to all?
	
	
	
	

	A 9.4.15
	Is security equipment, if fitted, listed in the SSP, maintained, inspected, tested and calibrated? (Not SSAS)
	
	
	
	

	A 9.4.16
	Is the frequency for testing or calibration of security equipment (if fitted) defined in the SSP?
(Not SSAS)
	
	
	
	

	A 9.4.17
	Are activation locations of the Ship Security Alert System established?

	
	
	
	

	A 9.4.18
	Are procedures/instructions implemented for the use of the Ship Security Alert System (including testing, activation, de-activation and resetting, limiting false alarms)?
	
	
	
	

	A 9. 5
	Are any changes in the SSP or changes in the security equipment specified approved by the Administration?    Are these changes clearly identified and recorded?
	
	
	
	

	A 9. 6  
	When the SSP is in electronic format is it protected against unauthorised deletion, destruction or amendment?
	
	
	
	

	A 9.8
	The provision for limited access by officers authorised by Contracting Government is defined and properly implemented?
	
	
	
	

	A 1.3.1

	Is information available, with respect to security threats, from Contracting Governments? 

	
	
	
	

	
	Obligations of the company
	
	
	
	

	A 2 & 3 
	The company should have clear objectives on Security and a policy on how to achieve these.
Does this appear in the SSP?
	
	
	
	

	A 6. 1       
	Is a clear statement of the Master’s authority known and understood?
Is his overriding authority with respect to security is defined?
	
	
	
	

	B 4.10
	Is the Master aware of his ultimate responsibility for the safety of the ship with regard to security instructions received, which may imperil the safety of the ship?
	
	
	
	

	A 6. 2        
	Has the company ensured that the necessary support is given to the     
CSO, Master and SSO to enable them to fulfil their duties and responsibilities?
	
	
	
	

	

	Contracting Governments
	
	
	
	

	A 4.4

	Has the SSP and amendments been tested, regarding their effectiveness, by the Contracting Government (if required)?
	
	
	
	

	B 1.6
	Has the SSP been approved and any amendments to the SSP likewise?
	
	
	
	

	B 4. 22   
	Is the Flag State contact point information available?
Are contact points available for other contracting governments?
	
	
	
	

	   
	Records
	
	
	
	

	A 10
	Are records of the following activities retained on board for a period specified by the Administration?
	
	
	
	

	A10.1.1  
	Training,  drills and exercises.

	
	
	
	

	A10.1.2
	Security threats and security incidents.

	
	
	
	

	A10.1.3  
	Breaches of security.

	
	
	
	

	A10.1.4  
	Changes in security level.

	
	
	
	

	A10.1.5  
	Communications relating to the direct security of the ship.

	
	
	
	

	A10.1.6
	Internal audits, review of security activities.

	
	
	
	

	A10.1.7  
	Periodic review of the SSA.

	
	
	
	

	A10.1.8  
	Periodic review of the SSP.

	
	
	
	

	A10.1.9
	Implementation of any amendments to the SSP.

	
	
	
	

	A10.1.10 
	Maintenance, inspection, testing, calibration of security equipment; 
Testing of the Ships Security Alert System.
	
	
	
	

	A10.2
	Are records written in the working language of the ship? (and/or English, French or Spanish)

	
	
	
	

	A10.3
	When kept in electronic form are records protected to prevent unauthorised deletion, destruction or amendment?
	
	
	
	

	A10.4
	Are records protected from unauthorised access or disclosure?

	
	
	
	

	
	Training, drills and exercises on ship security
	
	
	
	

	A 1.3.7
	Are training, drills and exercises carried out to ensure familiarity with the security plan and procedures, at appropriate intervals and at least every 3 months?
	
	
	
	

	B 13.6
	When more than 25% of the crew has been changed, has a security drill been carried out with the new crew within one week?
	
	
	
	

	A 13.5
B 13.7
	Has the CSO participated in exercises at appropriate intervals?
	
	
	
	

	
	Company Security Officer (CSO)
	
	
	
	

	A 9.4.14
	Has the Company Security Officer been assigned and a 24-hour contact procedure in place?  Is the ship aware of these arrangements?
	
	
	
	

	A 11.2
	Are the duties of the Company Security Officer known on board?
	
	
	
	

	
	Ship Security Officer (SSO)
	
	
	
	

	A 12.1
	Is the Ship Security Officer designated and known on board?   
	
	
	
	

	A 13.2
	Does the SSO have knowledge and has he/she received approved training in the items covered under B 13.1 & B 13.2.?     Certificate sited?
	
	
	
	

	A 12.2
	Are the duties and responsibilities of the SSO fully understood?
	
	
	
	

	A 12.2.1
	Does the SSO undertake regular security inspections of the ship to ensure that appropriate security measures are maintained? Are these inspections recorded/logged?
	
	
	
	

	A 12.2.2
	Does the SSO maintain and supervise the implementation of the SSP, including any amendments to the plan?
	
	
	
	

	A 12.2.3
	Does the SSO co-ordinate the security aspects of the handling of cargo and the ship’s stores with other shipboard personnel and with the relevant PFSO?
	
	
	
	

	A 12. 2. 4 
	Does/has the SSO propose(d) modifications to the SSP?

	
	
	
	

	A 12.2.5
	Does the SSO report deficiencies and non-conformities identified during internal audits, periodic reviews, security inspections and external audits to the CSO and does he implement any corrective actions?
	
	
	
	

	A 12.2.6
	Does the SSO enhance security awareness and vigilance on board?
	
	
	
	

	A 12.2.7
	Does the SSO ensure that adequate training is being provided to shipboard personnel, as appropriate?
	
	
	
	

	A 12 .2 .8 
	Does the SSO report all security incidents?    Is a formal reporting process in place?
	
	
	
	

	A 12.2.9
	Does the SSO co-ordinate implementation of the SSP with the CSO and the relevant PFSO.
	
	
	
	

	A 12.2.10
	Does the SSO ensure that security equipment is properly operated, tested, calibrated and maintained?  (If fitted)
	
	
	
	

	A 13.3
	Shipboard personnel with security assignments. 
	
	
	
	

	B 13.3
	Do they understand the responsibilities as described in the SSP and have sufficient knowledge to perform their duties. This should include applicable training as B 13.3
	
	
	
	

	B 13.4.
	Do other shipboard personnel have knowledge and are they familiar with:
The meaning and the consequential requirements of the different security levels, knowledge of the emergency procedures and contingency plans, recognition and detection of weapons, dangerous substances and devices, recognition of characteristics and behavioural patterns of persons who are likely to threaten security, techniques used to circumvent security measures
	
	
	
	

	

	Declaration of Security (DoS)
	
	
	
	

	A 5. 2    
	Are DoS completed according to the requirements and retained for inspection?
	
	
	
	

	A 5. 4  
	Master / SSO have completed the ships part of the DoS, PFSO, or the responsible person on behalf of the PFSO, has completed their part for the Port Facility?
	
	
	
	

	A 5. 5     
	Are the security requirements and responsibilities clearly documented in the DoS?
	
	
	
	

	A 5. 7   
	The period of retaining a DoS is in compliance with the instructions of the flag state?
	
	
	
	

	B 5. 4. 2 
	A change in Security Level may require that a newly revised DoS be completed. 
Is this known and implemented as necessary?
	
	
	
	

	B 5. 5     
	The DoS has been completed in English, French, Spanish or a language common to the ship and the Port Facility?

	
	
	
	

	
	Entering port:
	
	
	
	

	A 7.1
	Has the ship acted upon the security levels set by Contracting Governments?
	
	
	
	

	A 7.5
A 7.6
	Are receipt of instructions from the Administration and Contracting Governments on change of security levels to 2 and 3 acknowledged?
	
	
	
	

	A 9. 4. 5 
	Are response procedures known, understood and implemented with respect to instructions from Contracting Governments when at Security Level 3?
	
	
	
	

	B 4.37
	Where applicable has it been confirmed to a port of entry, which, if any, special or additional measures have been taken by the ship during its last ten calls at a port facility?   
	
	
	
	

	B 4.38
	Where appropriate, were ship security procedures maintained during any ship-to-ship activity conducted within the period of the last 10 calls at a Port Facility?   


	
	
	
	

	B 4.39
Solas X1-2
Reg 5
	Would information, as below, be available if required for port entry:
Continuous Synopsis Record, location of the ship/ETA, crew list, general description of cargo on board, documents showing who appoints the crewmembers for employment, documents showing who decides employment of the ship and documents showing who are parties to any charter party the ship is working under.
	
	
	
	

	B 9 .2. 7  
	Are reporting procedures to the appropriate Contracting Government contact points shown in the SSP?
	
	
	
	

	A 7.7
	Has the Contracting Government in which the port is situated and the PFSO been informed where the ship is at a higher security level than the port facility prior to entering that port?
	
	
	
	

	B 4.11
	Has the SSO and PFSO co-ordinated appropriate actions where required?
	
	
	
	

	B 4.12
	Has provision been made to ensure that the ship does not have a lower Security Level than the Port Facility?
	
	
	
	

	A 7.9
	Does the ship understand its responsibilities in informing the Administration and nearby Coastal States of any maritime security matters that come to their attention?
	
	
	
	

	
	Access Control, Restricted Areas, Monitoring Ship Security at Security Level 1 
	
	
	
	

	B 4. 28      
	Is the ship sufficiently and effectively manned, and are rest hours are recorded?
	
	
	
	

	B 9. 46   
	Are the Ship’s decks and access points well illuminated at all times?
	
	
	
	

	A 7.2
	Are the measures being taken at SL1, as described in the SSP, known, understood and implemented as follows:
	
	
	
	

	
	Ensuring the performance of all ship security duties?
	
	
	
	

	
	Controlling access to the ship?
	
	
	
	

	
	Controlling the embarkation of persons and their personal effects?
	
	
	
	

	
	Monitoring restricted areas to ensure that only authorised persons have access?
	
	
	
	

	
	Monitoring of deck areas and areas surrounding the ship?
	
	
	
	

	
	Supervising the handling of cargo and ship’s stores?
	
	
	
	

	
	Ensuring the security communication is readily available?
	
	
	
	

	B 9. 14      
	Is checking of identification of all persons seeking to board the ship is carried out?
	
	
	
	

	
	Are inspections and searching of persons, when required, carried out in designated areas? 
	
	
	
	

	
	Are access points that should be secured identified?
	
	
	
	

	
	Are security briefings carried out to the crew?
	
	
	
	

	A 7. 3       
	Access Control, Restricted Areas, Monitoring Ship Security at Security Level 2.
Additional protective measures as specified in the SSP have been implemented.
	
	
	
	

	B 9. 47  
	Security patrols are increased?
Coverage and intensity of lighting is increased?
Additional personnel as security lookouts are assigned?
Are waterside boat patrols and shore side patrols is ensured?
	
	
	
	

	B 9. 16
     
	Additional personnel are assigned to patrol deck areas during silent hours?
Is the number of access points limited?
Is waterside access controlled in liaison with the Port facility? 
Is a restricted area on the shore-side established?
Is the frequency increased of searches of people, baggage and personal effects?
Are visitors escorted?
Are additional specific briefings provided to the crew regarding identified threats, 
re-emphasising the procedures?
Is preparation made for a full or partial search on board the ship?
	
	
	
	

	A 7.4
	Access Control, Restricted Areas, Monitoring Ship Security At Security Level 3:
Additional protective measures as specified in the SSP have been implemented.
	
	
	
	

	B 9.49 
	In close co-operation with the Port Facility and those responding to the security incident have all measures been taken (all lighting on, all surveillance equipment on, under water inspections carried out) to counteract unauthorised boarding?
	
	
	
	

	B 9.17
	In co-operation with personnel responding and the Port Facility are the following measures implemented:
Is there a single controlled access point?
Access is granted only to those responding to the security incident or threat?
Persons are directed whilst on board?
Embarkation or disembarkation is suspended?
Cargo handling operations, deliveries etc. are suspended?
Possible evacuation of the ship considered?
Shifting the ship away from the Port Facility has been considered?


	
	
	
	

	A 7.2
	Handling of cargo At Security Level 1
	
	
	
	

	B 9.25
	Security measures relating to cargo are implemented:
	
	
	
	

	B 9.27
	Routine checking of cargo handling operations is carried out?

	
	
	
	

	A 7.3
	Handling of Cargo at Security Level 2.  Additional security measures for cargo handling.
	
	
	
	

	B 9.31
	Are enhanced security measures with the terminal or other responsible party in accordance with procedures or agreements for ship security?
	
	
	
	

	B 9.33 
	Are the stores checked?
Are the stores expected and verified that the stores have been ordered?
Do the stores match up to the correct documentation?
Are stores are stowed in a secure manner? 
	
	
	
	

	A 7.3
	Delivery of Stores at Security Level 2:  Additional security measures for delivery of stores.
	
	
	
	

	B 9.36 
	Are intensified inspections are carried out?
Are checks are carried out prior to receiving stores?
	
	
	
	

	A 7.4
	Delivery of Stores At Security level 3:  Additional security measures for delivery of stores.
	
	
	
	

	B 9.37
	More extensive checking is carried out?
Handling stores is restricted or suspended?
Ship’s stores are refused on board?
	
	
	
	

	A 7.2
	Handling unaccompanied baggage at Security Level 1.
	
	
	
	

	B 9.38
B 9.39  
	Is unaccompanied luggage screened or searched before being accepted on board?
Is unaccompanied baggage screened or searched up to and including 100 %.
	
	
	
	

	A 7.3
	Handling Unaccompanied Baggage at Security level 2.
	
	
	
	

	B 9.40 
	Is 100% X-ray screening is carried out on all unaccompanied baggage?
	
	
	
	

	A 7.4
	Handling Unaccompanied Baggage at Security Level 3:
	
	
	
	

	B 9.41
	Are the instructions followed by those authorities responding to the security incident such as:
More extensive screening?
Handling of unaccompanied baggage is restricted or suspended?
Unaccompanied luggage is refused on board?
	
	
	
	

	19.     
	Certification, verification for ships
	
	
	
	

	A 9.4.8
	Have security activities been audited regularly?
	
	
	
	

	A 9.4.1
	Are personnel conducting internal audits of the security activities independent of the activities being audited? (Unless this is impracticable due to the size and the nature of the company or of the ship)
	
	
	
	

	
	Have Non-conformities of previous internal audits been properly dealt with?

	
	
	
	

	
	Have Non-conformities of previous external audits been properly dealt with?

	
	
	
	

	Solas XI-1
Reg 3
	Is the ships IMO number correctly marked and clearly visible?
	
	
	
	

	Solas XI-1
Reg 5
	Is a Continuous Service Record (CSR) onboard?
	
	
	
	

	Solas XI-2
Reg 6
	Is a Ship Security Alert System fitted and operational?
	
	
	
	

	
	Is the ship fitted with AIS and is it operational at all times? If not, are clear instructions given for when it should/can be switched off and recording of the same?
	
	
	
	

	19.1.4
	Only the Administration of the flag state can allow changes in the security system, equipment or the SSP after an external audit has been completed. 
Is this in compliance?
	
	
	
	

	
	Are there any outstanding non-compliance items from previous audit/report?
	
	
	
	

	
	Are Security Training materials onboard?
	
	
	
	

	
	Are Restricted Areas, as shown in the SSP, identified as such by appropriate signage?
	
	
	
	


	Remarks  & NCR’s issued etc.


	Auditor
 FORMTEXT 

     

	Date
 FORMTEXT 

     
	Signature



Master/SSO signature: _____________________________________
PAGE  
Security Sensitive Information (When Complete)


